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Linux Kernel Statistics (1)
* More than 1000 active developers

Kernel Version # of Developers # of Known Companies

261 483 7
28.12 701 90
26.13 637 91
26.14 625 89
26.15 679 96
28.16 775 100
2817 784 106
26.18 8a7 121
2619 878 126
2.6.20 728 130
2621 834 132
26.22 a57 176
2623 991 178
2.6.24 1,057 186
All 3678 27

[*] Kroah-Hartman G, Corbet J, McPherson A (2008) Linux Kernel Development
http://www.linux-foundation.org/publications/linuxkerneldevelopment.php
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Kernel Version Number of Develupe rs Number of Known Companies

2611

Linux Kernel S —__

2613

[*] Kroah-Hartman G, Corbet J, McPhu
http://www.linux-foundation.org/publici



LinuxTesting

Linux Kernel Statistics (2)
» 2.83 patches per hour applied (avg for 2.5 years)

Changes per Hour

4 -

15 16 17 18 19 20 21 22 23 24

2.6.x kernel release

[*] Kroah-Hartman G, Corbet J, McPherson A (2008) Linux Kernel Development
http://www.linux-foundation.org/publications/linuxkerneldevelopment.php
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Linux Kernel Statistics (3)
« 3621 added/1550 removed/1425 modified every day
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[*] Kroah-Hartman G, Corbet J, McPherson A (2008) Linux Kernel Development
http://www.linux-foundation.org/publications/linuxkerneldevelopment.php



" tTiorg B
Teopema Kpeura (1957)

ecnu anga asyx noruveckmnx gopmyn A n B obuiesHauymma
(TOXXOeCTBEHHO UCTMHHA Ha Jtobon moaenn)
nmnnunkauma A => B, TO cyLlecTBYyeT Jiornyeckad
dopmyna C, Ha3biBaemasi uHTepnonsHTomMm Kpenra,
KOTOpas yooBNeTBopdeT TPEM YCITOBUAM:

1. A=>C;
2.C=>B:;

3. KaXabl HEMHTEPNPETUPYEMBLIN CUMBON B popmMynie
argeTca oowmm ansa dpopmyn A n B.
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Koa Ha Bxoae MHCTpYyMeHTa

int probe ()

{

int

/] ...
int x, vy;
int z;
if (x > vy)
2 = X 7 ¥ void 1ldv assert(int condition)
else { —
2= Y 7 % if (!condition
ldv_assert(z >= 0);} ERR(;R: goltol ER)ROR. OWNGoUHasn
// ... } g MeTKa
main ()
/] ...
probe () ; > TOYKa BXoaa
/] ...

—
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3aga4vya MHCTPYMeHTa

[TpoBepKa OOCTMXKUMOCTU OLLMDOYHOUN METKMU

[NocTmxmma nu olwmbo4vHas MeTka npwu
KaKoOM-s1u60 13 BO3MOXHbIX BapUaHTOB
NCNOJTHEHMS NpOrpamMmbl?
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KoMOMHaTOpPHbLIN B3pbLIB

int X, Y
int Z;
if (x > vy)
Z = X — V;
else
z =y - X;
if (! (z >= 0))
ERROR: goto ERROR;
\\ J
Y

Uuncio HavyaslbHbIX COCTOSHWIA

(232)3> 7.9. 1028 .
HECKOJIbKO MJIJ1INapaoB JIET HA ﬂep660p



R B
[IpeankaTHana abcTpakuus (1)

3HavYeHna nepeMeHHOn x
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[lpeankaTHana abcTpakuus (2)

x> SAx < ]0/ ABCTpPaKTHbIE COATOAHNSA
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[MpeankaTHaa abcTpakuyus (3)

X 2 5/\x < ]0/ I‘Iepexo,qbl MeXay COCTOAHNAMU
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[penukaTHaa abcTpakuus (4)

x> 5Ax < ]0/ [Tepexoa 13 abCTpakTHOro COCTOAHUS
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NMpepukaTHaa adbcTpakumsa (S5)

-2147483648

x< 10

x> S5Ax < ]0/ BblyncrieHmne HoBOro
- = abCTPaKTHOIO COCTOSIHMS
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[MlocTpoeHue I'T1Y

Ll: 1f (x > v)

L2: Z = X — Vy;
else

L3: zZ =y - X;

L4: if (! (z >= 0))

ERROR: goto ERROR;
L5:
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[MpeankaTHaa abcTpakuyus (6)

= 4 p
(x,25)A(x, < 10)A(x,=x,+1) - sbtnoanumo! > 5A% < 10

(x,25)A(x, S 10)A(x,=x,+1) — (x,25)? - Ha! (eepno
(x,25)A(x, S 10)A(x,=x,+1) — (x, < 10)?= Hem!( ne eepno
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[lpeankaTHana abcTpakuus (7)

o x>yAz>0

(x,>y,)A(z,>0)A(z, < 0) - ne eetnoanumo! (2<0) J(KO)

(o
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[MlocTpoeHue I'T1Y

Ll: 1f (x > v)

L2: z = X - V7
else

L3: zZ =y - X;

L4: if (! (z >= 0))

ERROR: goto ERROR;
L5:
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[TocTpoeHune AL
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(x=>y) \(x>y)

@@l

(G- Gy

z <0) z<0) I(z < 0) (z=0)

(et e (Rt ] (s 3 (€ ed (T

|
T covered by
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(ERR#3 )T]
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KoHTpnpumep

€

(x>y) \x=>y)

(X >Y); Z=y—X; (z <0) @ @ u

(G e oy ¢

Iz <0) z<0) I(z < 0) (z <0)

(oS ey (o> (o0 Camdr

N

goto ERRORcovered by

/

(ERR#3 T
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Popmyna nyTu

CSu

(x>y) \(x>y)

(X >y); 2=y —X; (z<0) @ @ u

(> e oy ¢

Iz <0) z<0) I(z < 0) (z<0)

(e )fewmen (eend>—g (w0 (o

A"
goto ERROR'covered by
!

x>y )A(z,=y, - x,) A(z,<0) (Zoe
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[lony4yeHue npeaukaToB

<>(X>Y) Z=Yy =X (z<0)
1 x>y )A(z,=y, - x,) A(2,<0) — ne evinoanuma

-~ CnHTakcmnyeckune
y < N 4 metoapl
IHTepnonaumns /\ —

y N
/

B \ HOBble NMpeanKaThl:
(xSy), (z20)
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YTOo4YHeHune abcTpakumm

goto ERROR covered by
s

(x>y) \Mx=>y)

Z=X- Z=y-X
<> <>
Iz <0) (z < 0) Iz <0) (z=<0)

oSy (e (ot (o
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Moaxon CEGAR

MocTpoenne AAL
poBepka
e 4
NOCTKMMA
N METKa MonyyeHue
ERROR? npeaukaTos

Mpoeepka
KOHTPNpPUMEpa:
OCYLLIECTBUM
PEHPANMEKORPEKIIHE Wn HeT?

POV HEXCPPRERTHE
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Moaxon CEGAR

Couner-Example Guilded Abstraction Refinement —
yTOYHEHNE abCcTpakumMn no KOHTPNpUMepy

® [locTpoeHune rpaa noToka ynpasneHuUa nporpamMmel
" PasBopaumBaHue ['T1Y B oepeBo AOCTUXUMOCTM

¥ B BeplunHax gepeBa XpaHATCS NIornyeckue
dopmynbl Hag HEKOTOPbLIM HABOPOM NpeanKaToB

® Habop npeankaToB BbIBOAUTCHA BO BPEMS
BepudunKaLmm — no KOHTpnpmmepam

® Yawe Bcero ucnonbadytotcd SMT-pewatenu
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Pe3ynbTaTbl COpeBHOBAHUN SV-COMP.2o13

Competition BLAST | CPAchecker- CPAchecker- UFO ESBMC| LLEMC Predator
candidate 2.7.1 Explicit 1.1.10 || SeqCom 1.1.10 | 2012-10- 1.20 ||2012-10-23||2012-10-20
22
Fepresenting Jury || Vadim Stefan Ldwe Fhilipp Wendler Arie Lucas Carsten Tomas
Member Mutilin Gurfinkel ||Cordeiro Sinz Vojnar
Affiliation Moscow, ||Passau, Germany|| Fassau, Germany ||Pittsburgh, || Manaus, || Karlsruhe, Brno,
Fussia USA Brazil Germany Czechia
ButoBble ([sitvectors 16 - 24 60 .75
onepau,vm 32 files, max score; BG s 480 s 36 s 855
60
ControlFlowlnteger 93 143 146 a0 " -27
94 files, max score; 71005 1200s 450 s 17 000 = 650 5
146
- Dewvicelriverstd 2 340 2 186 2 408 2233 0
Apaneepbl (1237 files, max 9700s 30000 s 2500 || 460005 0s
score: 24149
(||[HeapManipulation 22 -- -- 32 40
28 files, max score: s 310s 213s
48
Yrasarenu-< L
MemarySafety 0 0 -- 24 52
36 files, max score: 0s 0s d8s 6l s
|24
N Y L <
CEGAR BMC &
@®
= T
N
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Device Driver World

static struct peci driver DACS60 pei driver = |
. niame "DACSG0OM,

Callback interface

.id table _ DRCI60_id table,
g  Dacocd memoue, procedures registration

I

static int DRCS60 init module (void)
{

int ret:;

ret = pci_register_driver(&DAC960_pci_driver)

#ifdef DACSE0_GAM MINOR -
if (lret)

DACS60 gam init():

return ret; No explicit calls to
: linking-level init procedures

module_init(DAC960_init_module);
module_exit(DAC960_cleanup_module);

#ondif
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Pseudo-main generation

int main(i1nt argc,char* argvl[])
{
init module ()
for(;;) {
switch (*) {
case 0: driver probe(*,*,*) ;break;
case 1l: driver open(*,*);break;

}
}

exlit module () ;

}
30
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Pseudo-main generation (2)

* Order limitation

* open() after probe(), but before remove()
* Implicit limitations

* read() only if open() succeed
* and it is specific for each class of drivers

31
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Rule Instrumentor

mutex X: int x locked = 0;

int f(int y)

, o w

{ assert (x locked == 0);
lock(x); = x locked = 1; ‘

int f(int vy)

assert (x locked == 1);
x locked = 0; |
return y;

unlock(x);

return y;



R B
Aspect-Oriented Approach

mutex x; Aspect:

int f(int y) around:

{ call (1int lock (mutex x)
lock (x) ; {

assert (x locked == 0);

unlock (x) ; x locked = 1;

return v; }
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Rule Instrumentor

mutex X: int x locked = 0;

int f(int y)

, o w

{ assert (x locked == 0);
lock(x); = x locked = 1; ‘

int f(int vy)

assert (x locked == 1);
x locked = 0; |
return y;

unlock(x);

return y;
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Rule Instrumentor: Implementation

* CIF — C Instrumentation Framework

* gcc-based aspect-oriented programming tool
for C language

* available at forge.ispras.ru under GPLv3
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